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Data Protection Legal Framework
Milestones in China’s Data Legislation

1 2

Personal Information 

Security Specification 

(National Standard)

2018.05.01 Effective

Cybersecurity Law 

(CSL)

2017.06.01 Effective

4

Data Security Law (DSL)

2021.09.01 Effective

7

Personal Information 

Protection Law (PIPL)

2021.11.01 Effective 

Measures for 

Security Assessment 

of Cross-Border Data 

Transfer

2022.09.01 Effective

Measures for the 

Standard Contract 

for Outbound 

Transfer of 

Personal 

Information

2023.06.01 Effective

Measures for 

Cybersecurity 

Review

2022.02.15 

Effective

6

Regulations on 

Security Protection of 

Critical Information 

Infrastructures 

2021.09.01 Effective 

3

Civil Code

2021.01.01 Effective
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Data Protection Legal Framework
Overview

Three Pillars of PRC Data Protection Legislation

Automotive

Healthcare

Banking

Securities

Credit investigation

Mapping

Specific Regulations in Certain Industries

CSL

DSL PIPL

Basic law on cyberspace 

governance

Administrative law governing 

data protection

*Focus on state security and 

establish framework of 

“important data”

Special law on personal information 

protection

*Provide compliance guidelines for 

organization’s daily operations

Personal information as a 

special category of data



3

Data Protection Legal Framework
One of “Three Pillars”——PIPL

Chinese “GDPR”

Extraterritorial effect

• Offshore processing for offering products or services 

to individuals within China

• Offshore processing involved analyzing behaviors of 

individuals happened within China

Comprehensive rules 

• Introduce several legal bases for processing

• Specify safeguards for outbound data transfer

• Offer a greater level of protection and control for 

individuals over their personal information (PI)

High penalties

• Cap penalties of RMB 50 million or 5% of annual 

turnover in the prior year
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Data Regulated in China

Criteria: importance and damage to national security, 

public interest, or the interests of individuals/ 

organizations if leaked

➢ Core data

➢ Important data

➢ General data

Macro Security Perspective

Criteria: whether the data can, directly or 

indirectly, identify or link to a specific 

natural person

➢Personal information (PI)

➢Non-PI

Individual Perspective
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Data Localization

Data localization: data must be stored or processed locally in China and can only be transferred cross-border upon 

completion of a security assessment.

Large PI Handlers

PI handlers (controllers) process 

PI in an amount reaching a 

certain quantitative threshold

(likely 1 million)

CII Operators

Critical Information 

Infrastructures (CII) refer to

important network facilities and 

information systems in important 

industries, e.g., public 

telecommunications and 

information services, energy, 

transportation, etc.
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Outbound Data Transfer Mechanism
Three Safeguards

01
Security Assessment

➢ This safeguard is mandatory for certain data transfers, for example:

• Outbound transfer of important data

• Outbound transfer of PI by PI handlers who have processed PI of 1 million 

or more individuals 

➢ Assessments are organized by Cyberspace Administration of China (CAC)

02
China SCC Filing

➢ China SCC template is released by CAC

➢ Provisions of China SCC cannot be modified

➢ Executed China SCC should be filed with local CAC

03
Certification

Certification by a CAC-accredited certifying institution
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International Judicial Assistance
Disclose Data to Offshore Judicial or Law Enforcement Authority

Judicial 

Assistance

Approval is required for data disclosure to offshore judicial or law 

enforcement authorities.

➢ Applicable request - a request to the PRC competent authority for the taking of 

evidence abroad

➢ Requesting party - an offshore judicial or law enforcement authority

➢ Requested disclosing party - a PRC entity

➢ Competent authority - Ministry of Justice of the PRC (MoJ)
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individual cases. If you have any further questions or need professional legal services or support, please feel 

free to contact us.
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