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Can you rely on
legitimate interests to
use personal data for
training Al systems?




Data protection authorities' positions

No, according to the Dutch DPA

The strongest view against LI comes from the
Dutch DPA: "scraping will almost always be a

violation of the General Data Protection
Regulation"
However, the AP's view i1s based on their

longstanding highly restrictive approach to LI
(purely commercial interests cannot be legitimate
interests), which was recently proven wrong in the
KNLTB case (see more on the next slide).

& Update:

On 4 October 2024, the Court of Justice of the European Union pronunciation =

done on the Basis of legitimate interest. As a result, the AP's earlier explanation of

this basis is no longer relevant. This may also have consequences for this guide on

scraping. The DPA is currently considering whether the guideline needs to be revised.
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Yes, according to the English, French

and Belgian DPAs

Both ICO and CNIL have issued guidance that
recognise it is possible to rely on LI for AI
training, subject to the completion of a successful
Legitimate Interest Assessment (LIA).

There has also been a Belgian decision where the
APD concluded that a bank could rely on this
basis for using payment transactions to train an
Al model for personalised discounts service. The
bank  distinguished between  personalised
information based on the data subject's consent,
that they could withdraw, and the model building,
which was based on legitimate interest with the
data subject's right to object. The Belgian DPA
found that the processing to train the model did
meet the three-part legitimate interest test.



https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/response-to-the-consultation-series-on-generative-ai/the-lawful-basis-for-web-scraping-to-train-generative-ai-models
https://www.cnil.fr/en/relying-legal-basis-legitimate-interests-develop-ai-system
https://www.gegevensbeschermingsautoriteit.be/publications/beslissing-ten-gronde-nr.-46-2024.pdf
https://autoriteitpersoonsgegevens.nl/actueel/ap-scraping-bijna-altijd-illegaal
https://curia.europa.eu/juris/document/document.jsf?text=&docid=290688&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4079803

CJEU's insights

Google v AEPD and Costeja case
(C-131/12)

As provided by the AG in its opinion
supported by the Court, "it seems obvious
that provision of internet search engine
services pursues as such legitimate interests
(...) namely (i) making information more
easily accessible for internet users; (ii)
rendering dissemination of the information
uploaded on the internet more effective; and
(iii)) enabling wvarious information society
services supplied by the internet search
engine service provider that are ancillary to
the search engine, such as the provision of
keyword advertising."

© Bird & Bird LLP

KNLTB case (C-621/22)

In this case, the CJEU emphasised Recital 47
GDPR which confirms a legitimate interest
does not need to be established in law and a
wide range of interests - including a purely
commercial interest - is, in principle,
capable of being regarded as legitimate.



The EDPB is also hinting that it is possible, e.g.

EDPB Opinion 28/2024 on AI models

In this opinion, the EDPB confirms that
controllers may rely on legitimate interests as a
legal basis for processing personal data during the
development and deployment of AI models if a
thorough LIA 1is conducted and appropriate
safeguards are in place.

It also points out that the following examples may
constitute a legitimate interest in the context of Al
models: (i) developing the service of a
conversational agent to assist wusers; (ii)
developing an Al system to detect fraudulent
content or behaviour or (iii) improving threat
detection in an information system.
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EDPB draft Guidelines 01/2025 on
Pseudonymisation

The recent draft opinion on pseudonymisation
argues that the "risk reduction resulting from
pseudonymisation may enable controllers to rely
on legitimate interests under Art. 6(1)(f) GDPR as
the legal basis for their processing provided they
meet the other requirements".

Next rendez-vous? The upcoming
publication of the EDPB guidelines
on web scrapping



What are the main
challenges? Few
examples...







How to deal with special category data (SCD)?

« The current approach of regulators advocates filtering and - in some cases - suggest it
might reduce the need to comply with Art. 9:

« CNIL: “If, despite the measures taken, the organisation processes incidentally and
residually sensitive data that it had not sought to collect, it is not considered illegal
(...). [If] the organisation comes to know that it is processing sensitive data, it has to
proceed, as far as possible, to its immediate and automated deletion.”

« The Dutch DPA makes a similar point but takes the view that this is a matter for the
court.

* Both are predicated on the Google v. CNIL (C-507/17), which determined that
search engine operators could comply reactively with de-referencing requests on the
basis that their compliance requirements, inc. under Articles GDPR 9 & 10, applied 'in
the context of their responsibilities, powers and possibilities'.

 This might help with 'incidental' SCD, but deliberate training on SCD — including to
train on representative datasets — is likely to be more challenging and require an Article
9 GDPR condition
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Possible options to deal with SCD

"Manifestly made public by the data
subject” (Art. 9(2)(e) GDPR)

This is a high bar as illustrated by the CJEU in the
Meta v Bundeskartellamt (C-252/21) where it
was held that: "where he or she enters
information into such websites or apps or where
he or she clicks or taps on buttons integrated into
those sites and apps, such as the ‘Like’ or ‘Share’
[...], that user manifestly makes public, [...] the
data thus entered [...] only in the circumstance
where he or she has explicitly made the
choice beforehand, as the case may be on the
basis of individual settings selected with full
knowledge of the facts, to make the data
relating to him or her publicly accessible
to an unlimited number of persons'”
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"Substantial public interest” (Art.
9(2)(e) GDPR) combined for e.g. with

Art. 10(5) EU AI Act

This article allows providers of high-risk Al
systems to process special category data "to the
extent that it is strictly necessary for the purpose
of ensuring bias detection and correction in
relation to the high-risk Al systems”

BUT:

« this only applies to providers of high-risk Al
systems.

it does not apply to deployers or providers of
general-purpose Al models with systemic risk


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62021CJ0252

Other options to deal with SCD?

call for
contribution







First question first...

Have you done one
(or more)?



How do you do a robust LIA?

‘ The interest must be "legitimate"
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How do you do a robust LIA?

‘ The interest must be "necessary"
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How do you do a robust LIA?

‘ The interests pursued must not harm the rights and freedoms of individuals
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Can a starting point be found somewhere?

P70
& Please! =
S«

Yes — A draft LIA has been
developed by the Information
Accountability Foundation (I1AF)
and can be found at the following
address:
https://www.Informationaccounta
bility.org/ files/ugd/ffea53 dbad4
aba/fe9424899b0f4f575b56c46.

pdf



https://www.informationaccountability.org/_files/ugd/ffea53_dbad4aba7fe9424899b0f4f575b56c46.pdf
https://www.informationaccountability.org/_files/ugd/ffea53_dbad4aba7fe9424899b0f4f575b56c46.pdf
https://www.informationaccountability.org/_files/ugd/ffea53_dbad4aba7fe9424899b0f4f575b56c46.pdf
https://www.informationaccountability.org/_files/ugd/ffea53_dbad4aba7fe9424899b0f4f575b56c46.pdf




If you rely on LI, a right to object (aka opt out)
must be offered unless for e.g....

» The controller can demonstrate compelling legitimate grounds for the processing,
which override the interests, rights and freedoms of the individual

 This is a high bar test as reminded by the EDPB in its draft guidelines on lei:
* The burden of proof is on the controller

 The interest(s) must be essential. Example given by the EDPB: "if a controller is
compelled to process the personal data in order to protect its organisation or
systems from serious immediate harm or from a severe penalty which would
seriously affect its business"

 In any event, when the controller assesses whether the compelling legitimate
grounds fly, the assessment of the impact of the processing must be done in light of
the particular situation of the data subject. So no in mass opt out denial.
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A right to object must therefore be provided

* On this, recently updated CNIL guidelines call out:

- The need to make available opt out solutions ahead of web scrapping activities take
place

 If the personal data has already been ingested, the CNIL recommends:

« Retraining the AI model without the objected personal data components (ideal
scenario but difficult in practice)

- If this can't be done, filters could be applied to ensure that the objected personal
data is not used in future output
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Two avenues to consider
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s Thank you
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