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Baroum Mrad serves as Chief Privacy & Compliance Officer and Data Protection 
Officer (DPCO) at Ente Ospedaliero Cantonale (EOC), the cantonal hospital 
network of Ticino. 

With a background spanning data science, business, and law, he focuses on 
making privacy and compliance workable in complex healthcare 
environments—especially where AI and connected medical technologies 
reshape how data is generated, inferred, and used. He is a member of the 
Cantonal Commission on Data Protection and Transparency (Ticino) and the 
author of Healthcare Services Management (Springer, 2025). 

He trained in communication and data science at Rutgers University, completed 
an Executive MBA, and pursued advanced legal and compliance studies in 
Switzerland (including CAS DPO at HSG, an MLaw and an LLM in Compliance at 
the University of Fribourg).



Neuroprivacy: when interference becomes 
intervention

This isn’t a sci-fi talk. It’s a governance talk about what happens when the nervous 
system becomes a data interface.



Control is distributed.

Orwell wrote about social control and surveillance long before digital platforms 

existed. Today we don't need a single Big Brother — we have a thousand little 

systems, quietly shaping what we see and what we become.

The algorithm doesn't show you the world — it shows you a reinforced version 

of your own lens.
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NEUROSCIENCE
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Immagine 2

Immagine 5

https://www.youtube.com/watch?v=uWjx4yyNPww
https://www.youtube.com/watch?v=gY4NiFuHOkE
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Source: https://www.nekohealth.com/se/en

https://www.nekohealth.com/se/en
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Source: https://www.nature.com/articles/s41551-018-0287-x

https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
https://www.nature.com/articles/s41551-018-0287-x
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Self-powered biomedical deviecs tap into the body’s movements

Source: https://www.pnas.org/doi/10.1073/pnas.1912885116

https://www.pnas.org/doi/10.1073/pnas.1912885116
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Noland Arbaugh, received the first Neuralink implant, in 2024.
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Source: https://www.nature.com/articles/s41467-023-37581-y

https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
https://www.nature.com/articles/s41467-023-37581-y
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Source: https://intralation-culture-theory-posthuman-pedagogy.ghost.io/where-meaning-
emerges-human-ai-dialogue-distributed-cognition-and-the-cognitive-intraface/

https://intralation-culture-theory-posthuman-pedagogy.ghost.io/where-meaning-emerges-human-ai-dialogue-distributed-cognition-and-the-cognitive-intraface/
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The claim is narrow. And measurable.

In December 2022, when I wrote my MLaw thesis on the regulatory challenges of 

Internet of Bodies (IoB) technologies, this opening was a warning and a thought 

experiment.
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The claim is narrow. And measurable.

Three pressure points: classification, consent, and time.

THESIS 2022: Phase IV IoB — Distributed Cognition — BCIs moving from therapeutic devices

to continuous cognitive interfaces. Called speculative. Reviewers called it 'forward-looking

conjecture.'

2026: January 2024: Neuralink implanted its first human. Since then, first-in-human

implants have moved from speculation to reality, and product roadmaps have

accelerated. The regulatory framework around what these systems collect — and what

can be inferred— is still catching up.

THESIS 2022: The classification gap — the same neural signal could pass through GDPR's

framework without triggering Article 9 because the inference layer carries no classification at

point of collection.

2026: June 2024: The EDPS TechDispatch 1/2024 on neurodata explicitly highlighted

that neurodata combined with AI can generate highly sensitive inferences (including

about mental states) and that the inference layer is where legal ambiguity concentrates.

Eighteen months after my thesis, a supervisory authority put the core risk in writing.
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Convergence
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Convergence
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NEUROSCIENCE - NEUROPRIVACY

Neuroprivacy is the moment where privacy law stops being

about information and starts being about agency.

Not “what data says about me,” but “what systems can do to me—in

real time—based on what they infer.”

INTERFERENCE
The risk concentrates in the inference layer
The raw signal is not the end of the story — the risk lives in what we infer 

and what we do next.



Closed-loop systems don’t just observe — they act, in real time, inside the brain.

INTERFERENCE
Inference becomes intervention.



Closed-loop systems don’t just observe — they act, in real time, inside the brain.

INTERFERENCE
Inference becomes intervention.

Closed-loop neurotech turns processing into control, and control at
millisecond scale makes consent/oversight operationally brittle even if
the principles are sound.



CLASSIFICATION GAP
Two lawful pathways carry most clinical 
neurotech — both become fragile in closed loop

Neural data can enter a system as a ‘signal’, but it leaves as a
conclusion about health or mental state—so protection must
attach at the inference layer, not only after the label becomes
obvious.

Raw neural signal → Model inference → Mental/health conclusion





QUANTUM
Harvest now. Decrypt later



Neural data can remain sensitive for decades — so retention and encryption choices

today create irreversible exposure tomorrow.Explicit consent promises control — but

it becomes fragile when processing is continuous and the model’s outputs and

purposes evolve over time.

QUANTUM
Harvest now. Decrypt later



QUANTUM
Harvest now. Decrypt later



QUANTUM
Quantum encryption

Core Equation (neural privacy via quantum encryption)

Conceptually, the equation states that a thought (ψ) becomes
inseparably bound to an encryption layer, meaning that neural data
can only exist or be accessed in a protected state—symbolizing the
legal principle that mental information must remain private and
inaccessible without the individual’s consent.

Disclaimer: The conceptual design and symbolic formulation of this equation are protected as intellectual property, and any reproduction, 
adaptation, or commercial use is subject to the author’s prior authorization.



That’s the last frontier: when systems act at the speed of the nervous

system, rights must be engineered into the loop.

Code was law. Now law must become code.

The law still works—until inference becomes intervention.

Data protection law historically protects the person through information

controls—collection, use, disclosure.

Neurotechnology adds a new dimension: it can turn signals into

inferences, and inferences into interventions that shape agency.



Any technology interfacing with the human mind
must be designed to preserve, protect, and
prioritize human autonomy, identity, and cognitive
liberty above all other design objectives.

1 Neural Data Sovereignty

2 Cognitive Consent

3 Algorithmic Guardianship

4 Post-Mortem Neural Rights

5 Neuro-Impact Assessment

THE PROPOSITION

H U M A N  B Y  D E S I GN



THE PROPOSITION

H U M A N  B Y  D E S I GN

The question is not whether quantum
computing will break current BCI
encryption. It will.

The question is whether the legal and
technical architecture we mandate today
will be quantum-resistant by the time it
matters — or whether we will spend the
2030s litigating the consequences of a
design decision we had the opportunity
to make in 2026.



TRANSHUMANISM
ENGINEERING THE HUMAN CONDITION



H e a l t h c a r e  S e r v i c e s  M a n a g e m e n t :  A  P r a c t i c a l  G u i d e



T H A N K  Y O U !
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