NEUROPRIVACY & BRAIN DATA

PROTECTING THE LAST FRONTIER

Baroum Mrad, MLaw, M.B.A., LL.M in Compliance, DPOH>¢

Chief Privacy & Compliance Officer EOC
Member of the Cantonal Commission on Data Protection and Transparency — Ticino

Author, Healthcare Services Management (Springer, 2025)



B AR O U M M R A D
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OF HISTORY

Baroum Mrad serves as Chief Privacy & Compliance Officer and Data Protection
Officer (DPCO) at Ente Ospedaliero Cantonale (EOC), the cantonal hospital
network of Ticino.

With a background spanning data science, business, and law, he focuses on
making privacy and compliance workable in complex healthcare
environments—especially where Al and connected medical technologies
reshape how data is generated, inferred, and used. He is a member of the
Cantonal Commission on Data Protection and Transparency (Ticino) and the
author of Healthcare Services Management (Springer, 2025).

He trained in communication and data science at Rutgers University, completed
an Executive MBA, and pursued advanced legal and compliance studies in
Switzerland (including CAS DPO at HSG, an MLaw and an LLM in Compliance at
the University of Fribourg).
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Neuroprivacy: when interference becomes
intervention

This isn’t a sci-fi talk. It’s a governance talk about what happens when the nervous
system becomes a data interface.

Electroshock domage increases with
the number of bullets reloaded (max. 5
bullets).
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Control is distributed.

Orwell wrote about social control and surveillance long before digital platforms
existed. Today we don't need a single Big Brother — we have a thousand little
systems, quietly shaping what we see and what we become.
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The algorithm doesn't show you the world — it shows you a reinforced version
of your own lens.
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NEUROSCIENCE

HOME SHOP PRESERVATION AND SHIPPING HOW TOBUY BITCOINONLINE CART CHECKOUT MYACCOUNT CONTACTUS

Free Delivery / Shipping World Wide Our organs are delivered in a safe %100 Money Back Guarantee
machine to keep it active and working
for the next 1 year.
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WELCOME TO ORGAN CITY

The best place to find Human Organs for Sale, Human Body Parts for Sale, Where to Buy Human Organs Online with %100 discreet packaging and safe




INTERNET OF BODIES

Phase 1 - Body External

Wearables

Phase 2 - Body Internal
Ingestibles & Implantables
Phase 3 - Body Melded
Internal Embedded Systems

Phase 4
Distributed Cognition
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Author: Marcelo R Mori - image generated with Al
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Vein Finder for IV Access - Hellovein Lite 2.0 Vein Finder Review



https://www.youtube.com/watch?v=uWjx4yyNPww
https://www.youtube.com/watch?v=gY4NiFuHOkE
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Author: Marcelo R Mori - image generated with Al
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Revolutionary at-home
checkup

Temperature | Heart | Respiratory system

A complete health checkup in just one
minute.’

L3 L%} | J &
Body temperature’ Digital stethoscope’ Medical-grade ECG? Blood oxygen leve®
el S S Mede i

anytme. azzes part of your respeatory zystem’

R

DA



N

Source: https://www.nekohealth.com/se/en

Author: Marcelo R Mori - image generated with Al
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nature biomedical engineering

Explore content ¥ About the journal ¥  Publish with us v

nature > nature biomedical engineering > articles > article

Article | Published: 11 September 2018

Monitoring of the central blood pressure waveform via
a conformal ultrasonic device

Chonghe Wang, Xiaoshi Li. Hongjie Hu, Lin Zhang, Zhenlong Huang, Muyang_Lin, Zhuorui Zhang, Zhenan

¥in, Brady Huang, Hua Gong, Shubha Bhaskaran, Yue Gu, Mitsutoshi Makihata, Yuxuan Guo, Yusheng Lei,

Yimu Chen, Chunfeng Wang, Yang_Li. Tianjiao Zhang, Zeyu Chen, Albert P. Pisano. Liangfang Zhang, Qifa
(=]

Zhou & Sheng Xu

Nature Biomedical Engineering 2, 687-695 (2018) | Cite this article

32k Accesses | 584 Citations | 373 Altmetric | Metrics

Abstract

Continuous monitoring of the central blood pressure waveform from deeply embedded
vessels such as the carotid artery and jugular vein has clinical value for the prediction of all-
cause cardiovascular mortality. However, existing non-invasive approaches, including
photoplethysmography and tonometry, only enable access to the superficial peripheral
vasculature. Although current ultrasonic technologies allow non-invasive deep tissue
observation, unstable coupling with the tissue surface resulting from the bulkiness and
rigidity of conventional ultrasound probes introduces usability constraints. Here, we

describe the design and operation of an ultrasonic device that is conformal to the skin and

Source: https://www.nature.com/articles/s41551-018-0287-x
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Chinese scientists created a
stretchable circuit that never breaks
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Medtronic

Introducing the
Percept™ RC
neurostimulator

Delivering personalized,
upgradable therapy that
enables clinicians to adapt DBS
to patients’ evolving needs.

Source: https: . . doi/10.1073/pnas.1912885116

Author: Marcelo R Mori - image generated’ with Al


https://www.pnas.org/doi/10.1073/pnas.1912885116
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received the first Neuralink implant, in 2024

Noland Arbaugh,

NEURALINK
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Synapses Phatoreceptor call Absorber

Peravskite nanovire based

Artificial synapse o ~
bidirectional photodetector

\

Electronic Artificial Artificial retina with colour
iris crystalline lens imaging ability

Neuromorphic bionic eye with Artificial optical nerves Convex lens
filter-free colour vision

Source: https://www.nature.com/articles/s41467-023-37581-y

Author: Marcelo R Mori - image generated with Al
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Where Meaning
Emerges: Human-Al
Dialogue, Distributed
Cognition, and the
Cognitive Intraface

A Systems-Theoretical
Approach to Thought
beyond Instrumental Al
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Sougwen Chung and D.O.U.G._1 in collaborative drawing performance. From Drawing Operations
Unit: Generation 1 (Mimicry), 2015.
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The claim is narrow. And measurable. -

In December 2022, when | wrote my MLaw thesis on the regulatory challenges of
Internet of Bodies (IoB) technologies, this opening was a warning and a thought
experiment.
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The claim is narrow. And measurable.

Three pressure points: classification, consent, and time.

THESIS 2022: Phase IV loB — Distributed Cognition — BCIls moving from therapeutic devices
to continuous cognitive interfaces. Called speculative. Reviewers called it 'forward-looking

conjecture.’

2026: January 2024: Neuralink implanted its first human. Since then, first-in-human
implants have moved from speculation to reality, and product roadmaps have
accelerated. The regulatory framework around what these systems collect — and what
can be inferred — is still catching up.

THESIS 2022: The classification gap — the same neural signal could pass through GDPR's
framework without triggering Article 9 because the inference layer carries no classification at

point of collection.

2026: June 2024: The EDPS TechDispatch 1/2024 on neurodata explicitly highlighted
that neurodata combined with Al can generate highly sensitive inferences (including
about mental states) and that the inference layer is where legal ambiguity concentrates.
Eighteen months after my thesis, a supervisory authority put the core risk in writing.
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Convergence
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Convergence

Pcomaraion Welb rilar 3) | Plan f
FORUM nerative
Governance in the F i
Age of Generative Al: ¢
A 360° Approach for Resilient impacts

e L ©

Synthetic biology Neurotechnology Quantum

computing
Policy and Regulation
WHITE PAPER
OCTOBER 2024
Convergence Al-generated deepfakes,* such as non-consensual
pornography? — including CSAM® — and election
disinformation.®” Looking ahead, the convergence
As a powerful general-purpose technology, of generative Al with advanced technologies can
generative Al can amplify other technologies, pose unprecedented opportunities and risks,
old and new, exposing complex governance as both the technologies and their governance
challenges. For example, social media is under frameworks are in the early stages.

scrutiny due to its potential to distribute harmful

Emotional entanglement

As generative Al applications become more complex and computationally powerful, the
risk of emotional reliance between humans and generative Al applications tends to
increase.




NEUROSCIENCE - NEUROPRIVACY

Neuroprivacy is the moment where privacy law stops being
about information and starts being about agency.
Not “what data says about me,” but “what systems can do to me—in

real time—based on what they infer.”

INTERFERENCE
The risk concentrates in the inference layer

The raw signal is not the end of the story — the risk lives in what we infer
and what we do next.
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INTERFERENCE
Inference becomes intervention.

Closed-loop systems don’t just observe — they act, in real time, inside the brain.

Closed Loop is the future of neuromodulation
Adapting therapy based on patient’s needs

Write into the brain o
THERAPEUTIC NEED . .

Read from the brain
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INTERFERENCE
Inference becomes intervention.

Closed-loop systems don'’t just observe — they act, in real time, inside the brain.

Closed-loop neurotech turns processing into control, and control at
millisecond scale makes consent/oversight operationally brittle even if
the principles are sound.



CLASSIFICATION GAP
Two lawful pathways carry most clinical
neurotech — both become fragile in closed loop

Raw neural signal > Model inference - Mental/health conclusion

Neural data can enter a system as a ‘signal’, but it leaves as a
conclusion about health or mental state—so protection must
attach at the inference layer, not only after the label becomes
obvious.
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QUANTUM
Harvest now. Decrypt later




QUANTUM
Harvest now. Decrypt later

Neural data can remain sensitive for decades — so retention and encryption choices
today create irreversible exposure tomorrow.Explicit consent promises control — but
it becomes fragile when processing is continuous and the model’s outputs and

purposes evolve over time.




STORAGE LIMITS

Estimates based on bacterial genetics suggest that digital DNA
could one day rival or exceed today’s storage technology.

Flash JBacteriaI

memory DNA

Read-vz[]léepse?e;g S ”35088(‘) ~100 <100
Data retg,r;;ifsr; S >10 >10 >100
i gg:';rg;‘tf;‘tg; > ~004 ~0.01-004 <10-10
Data density S ~10% ~10'6 ~1012

(bits per cm?)




QUANTUM
Quantum encryption

Core Equation (neural privacy via quantum encryption)

Disclaimer: The conceptual design and symbolic formulation of this equation are protected as intellectual property, and any reproduction,
adaptation, or commercial use is subject to the author’s prior authorization.




S e Eha ond
B.select= 1
. select-1

whent . scene.objects.active - modifier
wlected” + str{sodifier-ob)) # wodi

d -add back The Bee!

-

\L|

PR DAY

Code was law. Now law must become code.

That’s the last frontier: when systems act at the speed of the nervous
system, rights must be engineered into the loop.

The law still works—until inference becomes intervention.

Data protection law historically protects the person through information
controls—collection, use, disclosure.

Neurotechnology adds a new dimension: it can turn signals into
inferences, and inferences into interventions that shape agency.



THE PROPOSITION
HUMAN BY DESIGN

add back the B8e!
B.select- Any technology interfacing with the human mind
b.select-1 TRy must be designed to preserve, protect, and

whout 'S‘GT'wj“‘s";ti“*‘ "":i:‘""; prioritize human autonomy, identity, and cognitive
Wlected” + str(wodifier-oh)) 9 medt] | liberty above all other design objectives.
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Neural Data Sovereignty
Cognitive Consent
Algorithmic Guardianship
Post-Mortem Neural Rights
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Neuro-Impact Assessment
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THE PROPOSITION
HUMAN BY DESIGN

The question is not whether quantum
computing will break current BCl
encryption. It will.

The question is whether the legal and
technical architecture we mandate today
will be quantum-resistant by the time it
matters — or whether we will spend the
2030s litigating the consequences of a
design decision we had the opportunity
to make in 2026.
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