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Many countries
But one challenge
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DIRECTIVE
NIS2

How to create one common 
Standard if every country can 
implement NIS2 in their own 
way?
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NIS 2: Directive Meets Regulation
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NIS 2 must be understood from two legal perspectives: the overarching Directive and the directly applicable 
Regulation. Together, they shape both the strategic goals and the precise technical rules for EU-wide cybersecurity.

Aspect NIS2 Directive (EU) 2022/2555 NIS2 Implementing Regulation (EU) 2024/2690

Role Sets objectives & obligations for Member States
Provides technical & methodological detail for specific NIS 2 
provisions

Legal Nature Directive – requires national transposition Regulation – directly applicable, no transposition

Flexibility Wording and approach can vary nationally (within EU goals) Uniform rules across all Member States

Scope Sectors covered, governance, general requirements Risk-management measures, criteria for “significant incident”

Example Obligation to report significant incidents €500 000 threshold for financial impact in incident definition

Link Directive (EU) 2022/2555 Regulation (EU) 2024/2690
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https://eur-lex.europa.eu/eli/dir/2022/2555/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402690


ENISA GUIDANCE
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TECHNICAL IMPLEMENTATION GUIDANCE

• Draft published in October 2024, Final in late June 
2025

• Supports this implementing regulation by providing:

- guidance, that is, indicative and actionable advice on 
parameters to consider when implementing a requirement;

- examples of evidence, that is, the types of evidence that a 
requirement is in place; and

- mappings from security requirements to industry good 
practices, European and international standards, and 
national frameworks.

• Provides comprehensive coverage of the technical 
and methodological requirements mandated by the 
NIS2, offering practical advice, best practices, and 
mapped evidence examples for 13 core cybersecurity 
domains.
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Mapping of NIS2 to ISO 27.001
Remaining Gaps to Address

Key NIS2 Obligation ISO 27001 Coverage NIS2 Article Summary

Executive liability and 
governance

Not covered Article 20
NIS2 makes top management legally accountable 
for cybersecurity. They must oversee and approve 
cyber measures and receive regular training.

Mandatory incident 
reporting to authorities

Not covered Article 23
Must notify national CSIRT or regulator of major 
incidents within 24h (early warning) and 72h 
(detailed report).

Cooperation with national 
authorities

Not covered Articles 23–28
Entities must cooperate with audits, inspections, 
and follow binding instructions from authorities.

Use of EU-certified 
cybersecurity technologies

Not covered Article 24
May be required to use EU-certified ICT 
products/services under EU cybersecurity 
certification schemes.

Enforcement & penalties 
for non-compliance

Not covered Article 34
Failure to comply may result in fines up to €10M or 
2% of global revenue for essential entities.

Supply chain cybersecurity 
oversight

Partially covered

Entities must assess and manage supply chain 
security risks, including third-party vulnerabilities 
and development practices. ISO covers this 
broadly.

Compliance
≈90%

An organization certified 
under ISO/IEC 27001:2022 is 

typically around 90% 
compliant with the NIS2 

Directive, provided the ISMS 
is properly implemented.*

What is the 10% Gap?

*Mandatory: The report from the most recent ISO 27001 certification must be provided.
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INTERNAL NIS2 COMPLIANCE INITIATIVE

Phase 1 Affectedness 
Analysis 2 Training & 

Awareness 3 Gap 
Analysis 4 Remediation & 

Implementation 5 Approval

Objective Identify legal entities and 
BUs affected by NIS2

Educate BUs on obligations & 
process

Assess compliance using NIS2 
Audit Kit

Close gaps to reach 
compliance

Formally confirm and certify 
compliance

Key Activities Identify affected legal 
entities

▪ Create NIS2 Audit-Kit 
▪ Prepare and deliver 

training

Distribute Audit Kit
CISO evaluates submissions 
and identifies gaps

BUs implement action items
CISO advises on solutions

Final compliance review
Collect signed declarations

Deliverables Excel overview with Legal 
Entities

▪ Training materials
▪ NIS2 Audit-Kit

Gap reports based on Audit 
Kits

Action plans
Implementation evidence
Status dashboard

Signed NIS2 Compliance
Acknowledgment Form

Responsibilities –
Legal/CISO

Provide the list of all legal 
entities and do the 
Affectedness Analysis

▪ Develop training, conduct 
sessions

▪ Provide Q&A support

▪ Analyse submissions
▪ Support NIS2 responsible 

person per Legal Entity

▪ Advice on implementation
▪ Track status

▪ Perform review
▪ Issue internal Approval

Responsibilities –
Legal Entity

No Todo ▪ Confirm understanding of 
obligations

▪ Name NIS2 responsible FTE

▪ Complete Audit Kit 
(Self-Assessment)

▪ Deliver documentation

▪ Execute action items
▪ Implement controls

▪ Sign declaration
▪ Confirm compliance

Planned Duration June 2025 July-September 2025 September, October 2025 November 2025 December 2025

PROJECT PHASES
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Current phase
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Phase 1
Affectedness Analysis
In this phase, the Legal Department determines which Legal Entities fall 
under the scope of the NIS2 Directive, guided by the directive itself and 
the supporting technical implementation rules outlined in Commission 
Regulation (EU) 2024/2690 (EUR-Lex reference). All Legal Entities that 
offer services as Digital Infrastructure or Online Service Providers, as 
defined under Article 2(2) of the regulation, are considered in scope 
under NIS2.

To ensure consistency and avoid fragmented compliance:

If a Legal Entity includes multiple Business Units (BUs) and only one 
BU is in scope, then all BUs within that Legal Entity must comply with 
NIS2.

An Excel-based overview is created to document affected Legal 
Entities and their corresponding BUs.
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402690
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402690
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402690


Martin Lutz

NIS2 COMPLIANCE - STATUS & PROJECT PLAN

Phase 2: Training & Awareness 
Skillset for NIS2 Responsible Person
To ensure NIS2 compliance, Managing Directors need to appoint a NIS2 
Responsible Person who leads and coordinates the implementation of 
requirements across Business Units. This person must have a clear mandate to 
engage with all units directly and enforce necessary measures. 
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This person should have the following skills:

▪ Experienced with risk management and security frameworks (e.g., ISO 27001, NIST)
▪ Familiar with IT infrastructure, network security, and vulnerabilities
▪ Capable of leading implementation projects across Bus
▪ Knowledge of or willingness to learn about data protection (GDPR)



OVERVIEW

• Designed as a part of VINCI Energies' commitment to 
comply with the NIS2. 

• Designed to simply self-assessment, conduct 
internal and external audits.

• Based on ENISA Guidance and covers all 13 domains.

• Contains: 

- High-level and in-depth questions for assessing 
cybersecurity posture and NIS2 compliance.

- Response options with examples of evidences. 

- Scope setup for varios scenarios and respondents.

- Scoring page with visualization graphs.

- References and glossary.

PHASE 3: GAP ANALYSIS
NIS2 AUDIT KIT
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Phase 5
Confirmation of NIS2 Compliance
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At the end of Phase 5, each Managing Director must sign a 
formal declaration confirming that all NIS2 controls have been 
properly implemented within their area of responsibility.

This signed confirmation:

Serves as formal proof of compliance

Is required for issuing the internal NIS2 
Compliance Certificate

Marks the successful completion of the 
compliance process for the Business Unit
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THE DORA PUZZLE

Piecing Together Regulatory Clarity

Balancing 
DORA
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THE DORA PUZZLE

A Tricky Piece in the DORA Puzzle

Customer

IT Provider

SW Manufacturer



Thank you!
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